Disaster Recovery Planning: The Time is Now

The Quake of '89 showed credit unions how dependent they have become on their information systems. Credit unions relearned that their databases are the most valuable asset they have and the most fragile. Even before they thought about their buildings, credit union managers wanted to know: What is happening to my systems? Will all my member and accounting data be there in the morning? Most credit un​ions came through unscathed - some because they were well prepared, others because they were lucky. The next time disaster strikes (and it will not necessar​ily be an earthquake, or in Northern California), strong planning may make the difference between a nuisance and a tragedy.

Planning is the key element. Since natural disasters are inevitable, credit unions must design thorough, well​-conceived plans to protect their data when their facilities are under Nature's siege. Additionally, such a program should encompass more common mis​haps, like power failures or computer malfunction during business hours. While our discussion will center on in-​house systems used by the larger credit unions (rather than on-line processing and manual ledgers used by smaller ones), the controls we will emphasize are common to all. 
What should a disaster recovery plan include, and how should it be implemented?

The first task is to assign responsibil​ity for the program to an individual or team. Their job will be to design, test and continually update the disaster plan. To do it right, they must have a thorough working knowledge of the computer system and how data needs to be controlled. They will want to start by writing foolproof backup procedures that

accomplish a complete system backup each night. The full day's business in​cluding member transactions, general ledger activity and all of the computer system's programming must be captured and then immediately taken off site for storage. 
Don't wait until the following morning - with Murphy's law at work, the one time evening tapes are left at the credit union will be the night of a fire. This holds doubly true, of course, for Fridays and nights before holidays. Tapes should always be carried in pro​tective containers and stored where the risk of environmental damage is minimal, Finally, they should be tested periodically to ensure they are not dam​aged because of age or other factors.

In the event of a disaster, the tapes will be delivered to a data center that has

a matching hardware configuration. The credit union will thus need to negotiate

an agreement to access another EDP fa​cility. These are generally of two types:

Hot Site: This is an EDP center hav​ing compatible hardware whose sole purpose is to be a backup system available for use by several credit unions or other businesses. A number of the major EDP vendors offer this option to customers utilizing their software.

Other Credit Union: An alternative is to establish a reciprocal arrangement with another credit union that uses the same EDP system and has a similar hardware configuration.

In either case, the credit union should obtain a written agreement that describes the procedures to be followed when the credit union needs to use the other EDP facility. .

A key part of any computer use agreement is a provision for routine tests that ensure the credit union's backup tapes can be processed on the backup computer system. Testing should be performed at least once a year.

In a reciprocal agreement with another credit union, testing may be difficult - even if the two use the same software vendor. They need to maintain similar hardware and  coordinate the up​loading of all software upgrades and en​hancements. Failure to coordinate hardware or software changes may cause the systems to become incompat​ible. 
We believe a system test should be conducted whenever either credit union alters its hardware or software. When testing the hot site, the same care needs to be taken to determine that your credit union data can be easily processed there. Routine changes in both hardware and software made by both parties should be strictly coordinat​ed to ensure the systems are compatible.

With member and other key data ap​parently safe, let us focus on additional aspects of a disaster recovery plan. Hardware is less exposed than software, but still vulnerable if it is destroyed. You will want to have new equipment in place as soon as possible. 
Each credit union should formalize an agreement with its hardware vendor to obtain new EDP hardware in the event of a disaster. This should include an itemized listing of all pieces of equip​ment, including part or serial numbers. One credit union attempting to recover from a recent disaster suffered an addi​tional two-day delay because unique computer cables were unavailable from the vendor. The agreement should be in writing and constantly updated when the needs of the credit union change. 
Credit unions should consider buying business interruption insurance. This would help compensate for direct costs incurred when the credit union could not operate. While this coverage will not pre​vent the loss, it will lighten the burden.

All aspects of the disaster recovery plan should be well documented. This should include step-by-step procedures to follow when the EDP facility cannot be used. Additional information should include the following:

· Location of the backup data (tapes or diskettes)

· Name, address and telephone num​bers (home and work) of:

- All computer operators

- All management team personnel


- All credit union officials
'

- Management and/or EDP personnel f the credit union with whom the reciprocal agreement exists

- Software vendor (both business

and modem telephone number)

- Hardware vendors

- Local police

- Local business real estate agent who would be able to obtain a temporary office site quickly'

- Emergency telephone installation and repair

- Local utility company that would be able to install emergency elec​ trical power as needed

- Security guard agency, in the event power cannot be restored and the credit union office needs to be protected

· List of other credit unions in the


area on the same system

A copy of this disaster recovery manual should be maintained offsite by each member of the management team and EDP personnel. The manual needs to be updated on a routine basis as needed. This requirement should be a quarterly' agenda item of management meetings.
Another facet of an EDP disaster re​covery plan concerns the credit union's continued operation when the computer is not working. This may be caused by a simple power outage, the failure of a disk, or by Mother Nature. Whatever the cause, the result is the same -- the credit union is not operating normally, but members' needs must be met. This obviously presents numerous problems.
Detailed, step-by-step procedures directing the activities of all employees should be developed for each area of the credit union's operation. These should list the steps to be taken, for example, when members request share withdraw​als and advances on lines of credit. Some other issues that credit unions needs to address in this area are:

· Whenever the computer is not on​line, the internal controls that are handled by computer, such as pre-numbered computer-generated receipts, will not be available. The credit union may want to have a supply of numbered manual receipts at each branch and train employees to fill them out properly.

· No matter how long the computer is down or for what reasons, member transactions must continue to be processed. A hard copy of the member trial balance should be generated and delivered to each branch daily or weekly. This is an essential aspect of any good short-term contingency plan, since it will enable a credit union to handle member needs immediately.

· The credit union will also be unable to perform major transaction processing, such as payroll deduction deposits and transfers, loan payment transfers, share draft postings, credit card activi​ty, and ATM activity. These applica​tions, when not posted timely, will cause problems, since the credit union will be unable to determine members' account balances. Contingency proce​dures need to be developed to deal with these situations.

The concerns we have listed represent only a small part of what should be con​tained in a comprehensive contingency operation plan. More complete lists would be available from a disaster plan​ning recovery consultant.

In summary, a credit union needs a recovery plan that will allow it to be​come functional soon after a disaster. The key elements of such a plan are to make sure all data (member balances, general ledger, etc.) is stored off site; that this data is current; and that a test​ed system to continue operation is in place. Some careful planning now may save untold dollars (not to mention sleepless nights) should disaster strike.
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